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Presenter Notes
Presentation Notes
“Good morning everyone. I’m Cliff Neve, Director of the Cybersecurity Directorate for the Coast Guard Auxiliary.
Today I want to spend about thirty minutes talking about phishing, social engineering, and cybersecurity awareness.
Most cyber incidents today don’t start with someone hacking a computer system. They start with a message — usually an email — that convinces someone to click, log in, or take an action.
So instead of starting with theory, I’m going to start with something that actually happened to us.”



B
Why.are we here

You've received an secure message from Mary Kirkwood of U.S. Coast Guard
Auxiliary.

To view your message
Save and open the attachment (SecureMessage.html), and follow the instructions. February 2026 spear-

Sign in using the following email address:_ phishing attack

impersonating National
Commodore Mary
Kirkwood to harvest
Auxiliarist credentials.

The email message and its attachments are for the sole use of the intended recipient or recipients and
may contain confidential information. If you have received this in error, please notify the sender and

delete this message.
Mary Kirkwood,
National Commodore,

© 2026 U.S. Coast Guard Auxiliary.

| d



Presenter Notes
Presentation Notes
“This is a real example from February of this year.
An attacker impersonated our National Commodore, Mary Kirkwood, and sent phishing emails to Auxiliarists.
The email included a ‘secure message’ attachment. When opened, that attachment directed the user to a website asking for their email address and password.
The goal of the attack was simple — steal credentials.
Let me ask a quick question.
How many of you received this email?
And how many of you at least considered opening it?
You’re not alone. These attacks work because they appear to come from someone we trust.





What the nefarious actor does

Email impersonates leadership

User openslattachment
Fake login plage appears
User enters errllail + password
User receives error messagle (even if password correct)
Attacker logs in as the usler (hopefully MFA stops it)
l

Attacker goes to Walmart.com, Amazon.com, etc, etc, etc and
attempts credentials harvested

Actors aren’t HACKING into accounts. They are harvesting credentials and LOGGING in. As you.

—



Presenter Notes
Presentation Notes
“This is the typical process behind these attacks.
The attacker impersonates leadership and sends an email.
Someone opens the attachment.
It redirects to a fake login page.
The user enters their email and password.
Often the page will show an error message even if the password was correct — because the attacker has already captured the credentials.
At that point the attacker tries to log into real accounts using those credentials.
They’re not hacking the system.
They’re logging in as you.
And hopefully multi-factor authentication stops them.”
“This is one of the most important things to understand about cybersecurity today.
Most attackers are not hacking systems.
They are harvesting credentials and logging in.
Once they log in as you, they appear legitimate.
They can send emails, access files, or attempt additional scams using your identity.”




Best case-

User identified that it was a phishing email and reported it to phishing@cgauxnet.us

one of my members reported receiving this and it looks sketchy to
both of us.

A scam email below using a Canada email.

Scott

User recognized the phishing email and reported it.

—



Presenter Notes
Presentation Notes
“Let’s talk about outcomes.
Best case — someone recognizes the phishing email and reports it to the cybersecurity team.
That’s exactly what we want to happen.  We saw many examples of this, some highlighted here.

If something looks suspicious, reporting it to phishing@cgauxnet.us helps us warn others and stop the attack from spreading.”



W
Bad Case -

Hello,

| am an AUP graduate, and | clicked the phishing link from Mr. Brady T Marking
this morning. Will | be ok? | clicked it while | was on my phone, and not my
computer. | have entered no passwords or information into the link, and clicked

away right away.

| deleted the email, so | am unable to forward it.

User clicked link but did not provide credentials, and reported it.

| — d



Presenter Notes
Presentation Notes
“Bad case — someone clicks the link but realizes something isn’t right and stops before entering credentials.
That’s still recoverable.
If it’s reported quickly, we can warn others and monitor for potential compromise.”
This is one example reported to us here of many of this case.



Worse Case

Unfortunately | fell for this one last week.

| entered my Auxiliarist Member Number and my password
the Auxiliary websites. | use it nowhere else.

| have attempted to change my password but have been
unsuccessful. | would appreciate your help to do so.

User clicked link and provided credentials...once...and reported it.

| — d



Presenter Notes
Presentation Notes
“Worse case — someone enters credentials before realizing it’s a phishing page.
At that point the attacker has the username and password.
But if the user reports it immediately and changes their password, the damage can still be limited.
Multifactor also becomes extremely important in this situation.”



-/
Really Awful Case

Sir, or ma'am,

| think | went through every one of my passwords for that email! What do | do
now?

| feel so stupid. Why would the national Commodore send me an email?

User clicked link and provided credentials...then more
credentials...then more credentials....

_



Presenter Notes
Presentation Notes
“The really awful case is when someone continues interacting with the phishing site and provides multiple credentials or additional information.
At that point the attacker may have enough information to compromise multiple accounts.
And once they have one account, they often use it to target others.”
We’re going to talk about password keepers and the nightmares that come with password reuse. Which I’d estimate that most of our workforce reuses passwords.



QS(:e;nario #2: Gift Card Fraud

(Classic Social Engineering Attack)

From: James [ | homas <
Date: January 2, 2026 at 07:09:4
To: I uscogauxi@gmail.com
subject: New Beginning

| hope you're doing well. I'm currently out of town and wanted to reach out regarding an assistance.

| need you to get me some gift vouchers (cards) for a charitable cause on behalf of the District 55R East District Southern Region, to support
veterans receiving hospice care especially during this season of sharing.

I'll refund you the cost as soon as | settle in or | can send you a check to get them if you are low in funds.
Could you please let me know if you're able to assist with this request?

Thank you for considering this

James Everette Thomas

District Commodaore (DCO)

District 35R
East District

|- e ————ti



Presenter Notes
Presentation Notes
“This also just happened recently. Another very common scam.
This email appears to come from a District Commodore asking for help with a charitable effort.
It asks the recipient to purchase gift cards and send the codes.
This type of scam is extremely common and has cost organizations millions of dollars.”
“The attacker explains the request in detail and tries to make it sound legitimate.
They provide instructions about where to buy the cards and how many to purchase.
They also promise reimbursement later.
This is classic social engineering — using trust and goodwill to manipulate someone.”




Scenario #2: Gift Card Fraud

Thank you[ R It is an individual charity but | will be presenting it on behalf of District 5SR East District
Southern Region

| need you to kindly purchase 7pcs x $100 of either Apple, eBay or Target or Amazon gift cards which totals
$700.

You can purchase them at any of Kohl's,CVS, Kwik, Macy's, Walmart, or Walgreen's Stores. Due to the time
frame of the pledge, | will be glad if you get them early enough today.

E-mail me once you buy them. Let me know if a check will be fine for refund. Thank you.



Presenter Notes
Presentation Notes
Our Auxiliarist asked a follow-on question and the nefarious actor, posing as a COMO, gladly clarified. 

Interestingly this is not as good of a response from the bad actor as it could have been. Can you see some wording here that may have been a giveaway?


W
Urgency

---- Forwarded Message —-

| can't Stay glued to the computer Waiting all day e, From: "James Everette Thomas" <odebb8805@gmail.com>
To: "jason_wilmoth@yahoo.com" <jason_wilmoth@yahoo.com:
Sent: Sat, Jan 3, 2026 at 11:50

Subject: Did you receive my messages?

If you are busy, let me know when you would be able to do it.
Hello Jason,

. . Can you please acknowledge my messages?
| am in Limbo.. Please reply whenever you see my messages.

James Everette Thomas

| will be watching over my e-mail. Let me know if you have get home .
Thank you.

Hello ***** Do you have the cards now? Let me know what is happening.

When are you sending pictures of the codes of the real cards and not the pack?

| — d



Presenter Notes
Presentation Notes
“And then the pressure started.
Follow-up messages asking if the cards have been purchased.
Questions like ‘Did it work?’
Messages that push the recipient to act quickly.
This urgency is intentional.
Attackers want you to act before you stop and think.”



-/ N
Did it work?

————— Forwarded Message —-

From: " I ¢ 2 hoo.com >
To: I @) g ail.com >

Sent: Fri, Jan 2, 2026 at 20:38
Subject: Re: New Beginnings
DCO

| got the cards tonight.

$700.00

Mail to- (-
L

100.00
100,00
100,00
100,00
100.00
100.00
100.00

700,00
0

TOTAL
DEBIT CARD
AUTH CODE
CHANGE

Sal

AID
Ug DEEIT
;Iﬁpveriﬂed



Presenter Notes
Presentation Notes
And unfortunately…our Auxiliarist did purchase $700 worth of cards.
***Pause***
The good news is that right around this point, they started having suspicions. And they reached out to the COMO.

The bad news is that this Auxiliarist was on a tight budget and was then stuck with $700 in Amazon cards they now have to figure out how to fit and balance in their overall household budget.

But it could have been even worse. If they had sent the codes from the cards, they’d have been fully out the $700



What do these have in common

1. Trust
The message appears to come from someone you know.

2. Urgency
The attacker pushes you to act quickly.

3. Authority
The message appears to come from leadership.

These attacks are not about hacking computers. They are about
manipulating people.

—



Presenter Notes
Presentation Notes
“These attacks rely on three things.
Trust — the message appears to come from someone you know.
Urgency — the attacker pushes you to act quickly.
Authority — the message appears to come from leadership.
These attacks are not about hacking computers.
They are about manipulating people.”



Why.the Auxiliary is a Target

1. Trust Based Culture
Volunteer organizations are built on trust and cooperation.
Attackers exploit that.
Members are more likely to:
respond to leadership
help fellow members
act quickly when asked

2. Dlstrlbuted Workforce
Auxiliarists operate from:
personal computers
personal email accounts
home networks

This creates a large and decentralized attack surface.

—


Presenter Notes
Presentation Notes
“People often ask why the Coast Guard Auxiliary would be targeted.
There are a few reasons.
First, we have a strong culture of trust and cooperation.
Members want to help each other and support leadership.
Attackers take advantage of that trust.”

“We also operate in a distributed environment.
Most Auxiliarists use personal computers and personal email accounts.
Those systems are not centrally managed.
That creates a large and decentralized attack surface.
And because technical controls are limited, awareness becomes our most important defense.”



Why.the Auxiliary is a Target (continued)

3. Limited Security Controls

- Unlike large enterprises:
« devices are not centrally managed
» cybersecurity training is inconsistent
« technical protections are limited

- S0 awareness becomes the primary defense.

. 4. Access to Valuable Information

- Auxiliarists interact with:
« Coast Guard personnel
« maritime industry partners
- federal systems and data

-  Compromising one account can create credibility and access.

—



Presenter Notes
Presentation Notes
“Unlike many organizations, the Auxiliary relies heavily on personally owned devices and email services.
Members may be using Gmail, Yahoo, or other providers.
That means we don’t have the same centralized security protections that exist in many government or corporate networks.
So cybersecurity awareness becomes critical.”


RS e
The Challenge

* Auxiliarists use their own unmanaged computers for Aux business

* Most use their own personal email accounts
o Email administered by Gmail, Yahoo, AOL(!), Compuserv(!), Earthlink(!)

* | cannot help with technical controls or prevent emails from being

sent from or to these accounts

Auxiliarists, even those who use cgauxnet.us email, aren’t required

to take any kind of cybersecurity awareness training

—



Presenter Notes
Presentation Notes
And the reason this matters so much for the Auxiliary is because of the environment we operate in.
How many of you use your own computers for Auxiliary business?  Pretty much all of us.
Other than national staff….who has cgauxnet.us accounts?  Very few.
I can’t defend any of that with technical controls. The only weapon we have to fight with is training and education. 
Which incidentally, isn’t a requirement for Auxiliarists…at all, at any level. I’m going to let that sink in, because at some point I’ll be asking for your help in changing that.



What Does That Mean For DIR-Y?

| Thts Am’t Good*



Presenter Notes
Presentation Notes
So what does this mean for me?  Or rather, for us, because this is an us problem….
How do we solve it? 



R g
if 1 Can Only Impart One Thing.....

When contacted (email, text, or phone):
. Do NOT share any information
. Verify independently — YOU initiate the contact

Trust nothing. Verify everything.

—



Presenter Notes
Presentation Notes
I need to break this down to the lowest common denominator—and in our organization, that denominator is one.

This one thing will stop most cyber bad. And it’s something that I rehearse with my family. 

I quiz my mom at least once a week. “Hey mom, ring ring. This is USAA, you’ve been breached, to verify it’s you, please give me your pin number.”  “Ring Ring, this is COMO **** with the Coast Guard Auxiliary, I need to verify some information in Direct Access”….because she’s an Auxiliarist too..



General Best Practices -

¥ ’

* Never provide sensitive information on an incoming call or email
» Use strong, unique passwords

» Utilize multi-factor authentication (MFA) wherever it is available

« Keep systems & software updated especially with security patches
* Turn on anti-virus & firewall protection

» Back-up your files securely to cloud-based data storage platforms

* Be cautious of pop-ups & alerts (always be on guard)

—



Presenter Notes
Presentation Notes
“There are a few simple practices that dramatically improve security.
Use strong, unique passwords. Employ a password keeper.
Enable multi-factor authentication wherever possible.
Keep your systems updated and your files backed up.
And be cautious of unexpected emails, attachments, and pop-ups.”



Passwords & ldentity Management

* Use multi-factor authentication (MFA) whenever possible
» Create strong, unique passwords

» Use a trusted password manager

* Don’t reuse or share passwords

» Take a risk-based approach by prioritizing your user
accounts with access to your most critical information

(e.g., bank accounts)

—



Presenter Notes
Presentation Notes
“Next — let’s talk about logins. The Auxiliary and Coast Guard are moving toward two-factor authentication wherever possible. That means using something you know, like a PIN, combined with something you have, like a passcode or an access card, or even something you are, like a fingerprint.
Outside of work, enable two-factor authentication on your personal accounts as well — banking, email, and social media all offer it.
And of course, never reuse passwords. Use a trusted password manager, and create strong, unique passwords for each account. Don’t write them down, don’t share them, and don’t save them on public machines.”



Phishing

» Be skeptical of unexpected emails
or pop-ups
* Don’t click suspicious links or
:oou:iz ::::d ;::sc::emessage from U.S.Coast Guard Auxiliary. att a C h m e n t S

* Verify requests through trusted
contacts (different communication
—— channel)
» Use spam filters, antivirus, and
anti-phishing tools

------------------------

d may contain confidential information. If you have received this in error, please notify the

Skepticism is your best defense. Slow down!

—



Presenter Notes
Presentation Notes
“One of the biggest threats we face is phishing. These are unexpected emails or pop-ups that try to trick you into clicking a link, downloading an attachment, or handing over personal information.

If something looks suspicious — slow down. Don’t click. Verify requests through a trusted contact instead. Hover over links to see where they really lead, and when in doubt, call the organization using a number you know is legitimate.
Also make sure your spam filters, antivirus, and anti-phishing tools are turned on and up to date. They’re not perfect, but they give you an extra layer of defense.”



Social Media

* Think before you post — it lives forever
* Lock down privacy settings

» Be cautious with friend requests, apps & links

 Limit location sharing & personal info



Presenter Notes
Presentation Notes
“Social media is another area where we need to stay vigilant. Remember: once you post something online, it’s permanent. Even if you delete it, screenshots can live forever.
Lock down your privacy settings, be careful with friend requests, and avoid clicking on links from games, quizzes, or apps that may be designed to harvest your data.
Also, be smart about location sharing — don’t advertise where you are or where you’ll be. And think twice before posting personally identifiable information that could be used against you.”



W
Responsible Al Use y

e Be cautious with personal data
o Don’t feed sensitive info (SSNs, financials, work details) into Al tools

e Verify results
o Al can hallucinate, or make things up
o Always fact-check before sharing or acting

e Avoid harmful use (new regulations are and will continue to come into adoption)
o Don’t use Al for deepfakes, disinformation, or impersonation

e Think before you share Al content
o Treat Al outputs like any other online content
o Check for accuracy, context, and source

Remember that Data Security is critical to Al Security —
don’t forget security foundations

_



Presenter Notes
Presentation Notes
“A newer topic we need to be aware of is responsible AI use.�Be cautious about the information you share with AI tools — don’t enter sensitive personal data, financial details, or work-related information. AI systems can store or leak that data.
Always verify results. AI can be helpful, but it can also ‘hallucinate’ or make things up. Fact-check before sharing or acting on anything it produces.
And finally, never use AI for harmful purposes like deepfakes, impersonation, or disinformation. Treat AI output like any other online content: check accuracy, context, and source before you pass it along.”



Conclusion

The security of the Coast Guard and Coast Guard Auxiliary information systems and data that we are
entrusted with is all our responsibility. By securing and protecting our own personal IT resources that
connect to USCG and CGAUX systems, we help to reduce the overall attack surface.

Reporting cybersecurity incidents (such as the loss of sensitive data) and suspected phishing
attempts to the respective emails below. If you See Something or Suffer Something, make sure you
Say Something so it can be Secured.

Cybersecurity Incidents: cyber-incidents@cgauxnet.us
Phishing: phishing@cgauxnet.us

—


Presenter Notes
Presentation Notes
“Cybersecurity isn’t just an IT department issue. The security of Coast Guard and Auxiliary systems depends on all of us. By protecting our personal devices, accounts, and connections, we help reduce the overall attack surface.
If you see something suspicious — or if you suffer something, like a phishing attempt or account compromise — report it. The faster we respond, the stronger our defense.”

“To wrap up: cyber hygiene protects you, your family, and the Auxiliary mission.�If you encounter a vulnerability, report it to cyber-incidents@cgauxnet.us. If you receive phishing, forward it to phishing@cgauxnet.us.
Together, we can stay secure, stay vigilant, and stay Semper Paratus — Always Ready.”


mailto:cyber-incidents@cgauxnet.us
mailto:cyber-incidents@cgauxnet.us
mailto:cyber-incidents@cgauxnet.us
mailto:phishing@cgauxnet.us

Key Takeaways (Reference Sheet)

Top 5 Cyber Hygiene Top Signs of a Key Points
Reminders Phishing Attempt of Notification
e Use multi-factor authentication (MFA) on “If it feels off, then it is a sign of a potential Please contact the respective email
every account where possible. phishing attempt.” Always be on guard. accounts below for the following
e Always use a complex and unique situations:

e An urgent email with threatening

word for all r nts. i '
password for all user accounts language is a common sign of a

e For cybersecurity related

* ﬁr?plguar”di?,?ca;:s(eand Eezl;f[gy zitrches phishing attempt. incidents (e.g., loss of sensitive
iPhB(;ne 08) -9-, UP y e Check for red flags in the email such as data such as through sending to
' a slightly different sender email address, the wrong email) - please notify
e Always take a risk-based approach and embedded links don’t match the domain, cyber-incidents@cgauxnet.us
question unusual/urgent messages. :?edaulln:ixaesded file attachments. These e  For emails that are deemed to be
e Securely back-up your important data to Ins- suspicious - don’t open/click or
a cloud-based data storage platform e Another common sign is the use of analyze yourself; please notify at
(e.g., Apple iCloud). email itself as an unusual channel to ask phishing@cgauxnet.us for
for sensitive information such as a bank instructions to ‘forward as
account password. attachment’.

—


Presenter Notes
Presentation Notes
I hope that you have found this briefing useful for both your Auxiliary missions and your personal cybersafety. My team has developed this key takeaways sheet, which can be downloaded at the Y Directorate website, along with a link to this video. Thank you for your attention and your vigilance. Semper Paratus!

mailto:cyber-incidents@cgauxnet.us
mailto:cyber-incidents@cgauxnet.us
mailto:cyber-incidents@cgauxnet.us
mailto:phishing@cgauxnet.us
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Presentation Notes
Questions?
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‘Backup Slides B Ty
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Presenter Notes
Presentation Notes
“Cybersecurity isn’t just an IT department issue. The security of Coast Guard and Auxiliary systems depends on all of us. By protecting our personal devices, accounts, and connections, we help reduce the overall attack surface.
If you see something suspicious — or if you suffer something, like a phishing attempt or account compromise — report it. The faster we respond, the stronger our defense.”

“To wrap up: cyber hygiene protects you, your family, and the Auxiliary mission.�If you encounter a vulnerability, report it to cyber-incidents@cgauxnet.us. If you receive phishing, forward it to phishing@cgauxnet.us.
Together, we can stay secure, stay vigilant, and stay Semper Paratus — Always Ready.”



4 Easy Ways to Stay Safe Online

Use Strong Passwords and a Password Manager
Turn on Multifactor Authentication
Recognize and Report Phishing Attacks
Update Your Software

l A




Use Strong Passwords

CREATE STRONG PASSWORDS: - Long

At least 16 characters

* Unique
« NEVER reuse passwords

r »  Random
sk 3k ok 3k ok ok ok ok ok % %k %k %k 3k k _J . Upper- and lower-case
letters
 Numbers
« Special characters
¢ Spaces
« Consider pass-phrases




Use a Password Manager

WHY USE A PASSWORD MANAGER?

« Stores your passwords

« Alerts you of duplicate passwords

« (Generates strong new passwords

« Some automatically fill your login credentials
iInto website to make sign-in easy

It won't fall for a phishing website, even if
you do!

Encryption ensures that password managers
never "know" what your passwords are,
keeping them safe from cyber attacks.



Turn on Multifactor Authentication

WHAT IS IT?

* A code sent to your phone or email

« An authenticator app

o

« A security key

* Biometrics
o Fingerprint
o Facial recognition

////
i



Turn on Multifactor Authentication

WHERE SHOULD YOU USE IT?

 Accounts with financial information '
Ex: Online store \\
* Accounts with personal information s
Ex: Social media N
-



Recognize and Report Phishing

PHISHING RED FLAGS:

A tone that’s urgent or makes you scared
Ex: "Click this link immediately or your account
will be closed”

Sender email address doesn’t match the company it’s
coming from
Ex: Amazon.com vs. AmazOn.com

Unexpected communications such as an email you
weren't expecting

Requests to send personal info
Legitimate organizations don't ask for personal
information through email or an unexpected call.

Misspelled words, bad grammar and odd URLs can still
be a sign of phishing.
Be aware that Al will make spotting these more
challenging. Be diligent.



Recognize and Report Phishing

WHAT TO DO IF YOU SPOT A PHISH
Do NOT

* Don't click any links you don’t trust.
Delete the email/text.

« Don't click any attachments you were
not expecting or recognize. \_

« Don't send personal info online or
share over the phone.

Do

Verify that the communication is real and
contact sender directly through known
phone numbers or emails.

Report it to your IT department or
email/phone provider.

Use email filters

* Many email services have filters that
can help prevent many phishing
messages from ever reaching your
employees’ mailboxes.

DELETE IT.



Update Your Software

WHY?

» Updates ensure your devices and
apps are protected from the latest
threats

* Don't click "remind me later", it could
leave you vulnerable to cyber threats

* Automatic updates are the easiest
way to stay secure




Update Your Software

WHERE TO FIND AVAILABLE UPDATES

» Check for notifications to your phone

or computer 4% 7Dafle=Presentation’... 12 % [ @ (Upsate 1)
* Look in your phone, browser or app

settings
* Check the upper corner of your

Software Update

browser for any alerts

AirDrop

AirPlay & Handoff

Picture in Picture

CarPlay
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